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An intelligent security agent for a reliable cipher system using a
PingPong cipher is proposed. The system contains a security agent
for security managements and services. The agent includes an intel-
ligent selection of many security features: encryption processing
speeds, encryption methods, encryption algorithms, synchronization
methods, network interfaces, user authentications, security-bit
levels, the size of synchronization patterns, etc. Furthermore,
encryption algorithms with a PingPong-256, -192 and -128 for data
confidentiality and a synchronization generator and detector with a
SYNPAT-128, -112, -96, -80, and -64 for system stabilization are
designed and analyzed.

Keywords: Security agent, Stream cipher, Synchronization, Ping-
pong, SYNPAT

INTRODUCTION

Symmetric cryptosystems can be classified as either block ciphers or
stream ciphers. A block cipher (EBC mode) divides plaintext into blocks
and then encrypts each block independently, whereas a stream cipher
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encrypts plaintext on a bit-by-bit (or byte-by-byte) basis. Since a stream
cipher is based on an exclusive-OR (XOR) operation, the encryp-
tion/decryption of bit-stream data bit-by-bit (or byte-by-byte) using a
stream cipher is very efficient. Therefore, generally, a stream cipher is
much simpler and faster than a block cipher (Schneier 1996). A block
cipher is useful for software implementation; however, its performance
can be degraded in a noisy channel due to its channel error propagation
properties. Conversely, a stream cipher is good for high-speed encipher-
ing and it can be implemented in noisy (wireless) channels because it
does not produce error propagation. The major problem with a stream
cipher is the difficulty in generating a long, unpredictable bit pattern
(keystream). In the one-time pad in a stream cipher, the keystream is a
sequence of randomly generated bits, and the probability that an individ-
ual bit will be 1, independent of the other bits, is equal to one-half. An
ideal keystream in a one-time pad is purely random with an infinite length.
Such a keystream can neither be generated by the receiving end nor
distributed to the receiving end. Currently, pseudorandom bit generators
are widely used to construct keystreams by generating a fixed-length pseu-
dorandom noise. The ability to increase the length of a keystream while
maintaining its randomness is crucial to the security of a stream cipher.

In general, a cipher system is required to automatically control vari-
ous features, such as encryption processing speeds, encryption methods,
encryption algorithms, synchronization methods, network interfaces,
user authentications, security-bit levels and the size of synchronization
patterns.

In this paper we propose an intelligent security agent for a reliable
cipher system using a PingPong cipher (Lee and Chen 2007). This sys-
tem contains a security agent for security management and services.
The agent performs an intelligent selection of many security features:
encryption processing speeds, encryption methods, encryption algori-
thms, synchronization methods, network interfaces, user authentica-
tions, security-bit levels, the size of synchronization patterns, etc. An
intelligent security agent can select the features automatically: encryp-
tion processing speeds classified in low-, medium-, and high-speed
encryption processing, encryption methods in block cipher and stream
cipher, and encryption algorithms in PingPong-256/-192/-128, LILI-
II, Dragon for stream cipher and AES, ARIA, SEED, and Camelia for
block cipher. Security-bit levels classified in 128-bit key (low-level secu-
rity), 192-bit key (medium-level security), and 256-bit key (high-level
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security), and synchronization methods in continuous synchronization,
initial synchronization, and absolute synchronization. Network inter-
faces are classified in ISDN, T1(DS1), E1, T3(DS3), OC-1, OC-3 and
OC-12, and user authentication is in traditional password, biometrics,
and hybrid. The size of synchronization patterns are classified in 128-,
112-, 96-, 80- and 64-bit SYNPAT.

Furthermore, encryption algorithms with a PingPong-256, -192 and
-128 for data confidentiality and a synchronization generator and detec-
tor with a SYNPAT-128, -112, -96, -80 and -64 for system stabilization
are all designed and analyzed.

CIPHER SYSTEM WITH A SECURITY AGENT

Stream ciphers can be classified into self-synchronous stream ciphers
and synchronous stream ciphers. In a self-synchronous method, key-
stream synchronization is established autonomously based on the feed-
back of the ciphertext. However, one-bit errors can be propagated in
the channel relative to the size of the shift register used. To eliminate this
weakness, keystream synchronization in a synchronous stream cipher is
reestablished by sync protocols when out-of-synchronization occurs. In
this case, no bit-errors will be propagated in the channel, which is why
the latter cipher is more generally used (Menezes et al. 1997). In a stream
cipher, the pseudorandom binary sequences must be equal at both the
transmitter and the receiver. The output keystreams should always
coincide with each other, which establishes keystream synchronization.
In general, keysteam synchronization methods can be classified into
initial synchronization and continuous synchronization. In the initial
synchronization the two keystreams are only synchronized initially at
the transmitter and at the receiver, whereas in the continuous synchroni-
zation the keystreams are synchronized both initially and periodically.
Keystream synchronization exchanges the synchronization patterns
(SYNPAT) at the transmitter and at the receiver to initialize the starting
point of the keystream cycle. The reliability of the keystream synchroni-
zation is critical to the overall system performance and communication
efficiency.

The proposed synchronous stream cipher system is shown in
Figures 1 and 2. In Figure 1, a network management system (NMS) com-
municates with each agent (cipher system) to set up the security features
automatically. The function of each block in Figure 2 is as follows: block
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Reliable cipher | Intelligent Intelligent | Reliable cipher

system agent agent system

Reliable cipher | Intelligent Intelligent | Reliable cipher

system agent agent system

Figure 1. NMS and cipher system with agent.

(1) is a security agent in plain mode; block (3) is the main controller for
monitoring the system, and it contains the master CPU; block (4) is the
synchronization pattern generator that matches the keystream sequences
from the sender with those from the receiver for the initial synchroniza-
tion; blocks (5) and (12) are the session-key buffers that initiate the key-
stream generators at the sender and receiver ends; blocks (6) and (11) are
the session key constructors that distribute/construct a secure session
key through a public channel from the sender to the receiver; blocks
(7) and (13) are the same keystream generators with high security both
at the sender and the receiver ends; blocks (8) and (14) are the encipher-
ing process at the sender and the deciphering process at the receiver
(zero suppression is required if necessary); switch (9) is the data selector
for the synchronization pattern, session key, or ciphertext data; block (2)
is a security agent in cipher mode; and block (10) is the synchronization
pattern detector that identifies the sync pattern in the received data.

Basic Notions

In this paper we propose a highly reliable initial keystream synchroniza-
tion method with a generator and a receiver. A generator part (block 4)
and a detector part (block 10) of the keystream synchronization, shown
in Figure 2, are used to match the keystream sequences at both the
sender and the receiver ends. In the proposed scheme, the keystream
synchronization exchanges the synchronization patterns (SYNPAT) to
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Figure 2. Proposed cipher system with agent and absolute synchronization.
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initialize the starting point of the two keystream cycle sequences at the
sender and receiver ends.

The statistical properties are selected based on the following
decision criteria (Tilborg 2000):

1. A good autocorrelation property is required.
2. The same rate must be achieved on “0” and “1” in the pattern.
3. A short run should be larger than a long run.

Accordingly, the pattern is determined based on the above criterion
using a Gold sequence generator, as illustrated in Figure 3. In this figure
the primitive polynomials of a 31-stage LFSR1 and LFSR2 were selec-
ted, then the N-bit pattern (here, N = 128, 112, 96, 80 or 64-bit SYN-
PAT) was generated and checked using the decision criteria. The two
selected primitive polynomials and generated patterns are as follows:

o hy(x) =x" +x!" +x* + x+ 1 (31-stage LFSR,)

o hiy(x) =x3" +x% +x% + x + 1 (31-stage LFSR,)

o SYNPAT-128 = 6DDA 5191 7C90 726C 7941 AD04 6ABC 8F5D
(hexadecimal) if the channel bit error rate (BER) approached about
107"

e SYNPAT-112 = 6B84 E64D 6362 E90A 58A6 FDF8 CI17E (hexa-
decimal) if the channel BER approached about 102

o SYNPAT-96 = 321F 8D48 276E 707A 6ED7 A82F (hexadecimal) if
the channel BER approached about 10~

e SYNPAT-80 =22D6 8E48 A6B7 357E F816 (hexadecimal) if the
channel BER approached about 10~

m-stage LFSR;4
+ Decision » SYNPAT
Criterion
m-stage LFSR;
Gold sequence generator Decision rule Sync. Pattern

Figure 3. Synchronization pattern generator in sender (N = 128, 112, 96, 80 or 64).



12:08 1 Cctober 2008

[ Dongseo University][2007-2008 Dongseo University] At:

Downl oaded By:

AN INTELLIGENT SECURITY AGENT USING PING PONG 711

o SYNPAT-64 = 2630 FB21 D5AD 783A (hexadecimal) if the channel
BER approached about 107 to 107'2

Synchronization Methods

In the OFB mode of block cipher and synchronization stream cipher,
cipher synchronization plays a transmission and reception synchroniza-
tion role.

Autocorrelation value of synchronization pattern is denoted as A(?)
and the threshold is denoted as THR. The Ny can be found in Beker
et al. (1985). Autocorrelation, threshold, the number of agreements,
and the number of disagreements are follows:

_Ag(t)iDg(t) (1)

THR = N — Nr

where Ag(t) = YN, X(i)OR(i): the number of agreements in bits,
Dy(t) = S°N, X (i) @ R(i): the number of disagreements in bits, and

Ag(t) + Dg(t) = N,

wherein ® denotes an exclusive-NOR operation, and & denotes an
exclusive-OR operation.

In Figure 4 the synchronization pattern detector is used to calculate
the truth and false within one clock as adjusting summation part in sys-
tem clock. The synchronization pattern detector at the receiver consists

Length N

T
v

Input Register X ‘

> Ag (D)

f —»SYNC_DET

s

Reference Pattern R ‘

Correlation Part Decision Part
Note) © : Exclusive-NOR

Figure 4. Synchronization pattern detector in receiver (N = 128, 112, 96, 80 or 64).
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of a correlation part and a decision part, as shown in Figure 4. The cor-
relation part computes the number of agreements in bits, 4g(?), between
an input pattern and the reference pattern (SYNPAT). The decisional
part then compares the number of agreements in bits with a threshold,
THR, and displays one of the following: if the number of agreements
in bits is larger than the threshold, “synchronization detected
(SYNC_DET =1),” otherwise, “synchronization failed
(SYNC_DET =0).”

We have designed five different length SYNPATS for five reliability-
level approaches. In design principles, an intelligent security agent can
select five SYNPATs for an adaptive reliability-level of the communi-
cation network.

Encryption Algorithm

Encryption is divided into a stream cipher, a block cipher, and a public
key algorithm. There are four modes, ECB mode (electronic codebook),
CFB mode (cipher feedback), CBC mode (cipher block chaining) and
OFB mode (output feedback), in a block cipher. In this chapter we con-
sider a new design and selection problem in an encryption algorithm,
which is already applied in a security agent. We have two approaches:
one is the OFB mode application way—it changes a Block cipher to
an alternative algorithm in order to meet the requirement in a wireless
environment—and another is to apply the encryption algorithm in a
Stream cipher.

Stream Cipher Algorithm. We propose the PingPong-256 (Lee and
Chen 2007) and Dragon (Chen et al. 2004) for a high-level security
encryption algorithm, PingPong-192 for a medium-level security algori-
thm, and PingPong-128, LILI-II (Clark et al. 2002), and Parallel LM
(Lee and Moon 2002) for a low-level security algorithm. We have
designed three PingPong algorithms in Figure 5 for three security-
level approaches. In design principles, an intelligent security agent can
select three algorithms for adaptive security levels of the communication
network.

Block Cipher Algorithm with OFB Mode. 1t is desirable to apply the
OFB mode of the Block cipher in a noisy, wireless network, because
the channel quality would be low in the case of using an ECB mode.
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Cit

@ I Output z

| I 1,7 2* A42) + AB5) + 1
di f,=2" B(43) + B(86) + 1

(a) PingPong Family (b) PingPong-128

@ | Output z

Ci1
Cit

@ | Output z
@ - Output z

fo= 2" AlB4) + A(127) + 1 f,= 2% A8S) + A(171) + 1
fy = 2* B(65) + B(128) + 1 fy = 2* B(86) + B(173) +

(c) P1ngPong-l92 (d) P1ngPong-256

Figure 5. Pingpong family and Pingpong-128, -192, -256 for data confidentiality.

On top of that, most of the block algorithm could apply to the OFB
mode. In this paper, we consider the algorithm which is to make up
for the encryption weakness of the DES algorithm which has been veri-
fied internationally. As the result of that, it is possible for an FIPS-197
encryption AES algorithm (NIST 2001), a Triple-DES algorithm, an
ARIA algorithm, and a SEED algorithm (KISA 1998) to be applied as
shown in Table 1.

To apply the wireless communication method, we need to use the
OFB mode. The applied OFB mode changes the encryption algorithm
to a PN-generator and uses it, then the output block is returned to the
input registry and a PN-series is generated. Finally, the encryption by
plaintext and bit-by-bit XOR operation is produced.
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Table 1. Algorithm proposal for application in an enhanced encryption system

Previous algorithm Improved algorithm

Confidentiality Identification Confidentiality Identification
algorithm algorithm algorithm algorithm
DES MD5 1) Stream cipher: SHA-160,

PingPong-256,192,128 SHA-1,
LILI-II, Dragon, Parallel LM MDs5,

2) Block cipher: SEED-CBC,
AES , ARIA, SEED, AES-CBC,
T-DES,IDEA, Camelia T-DES-CBC,

ARIA-CBC

An Intelligent Security Agent

In general, a cipher system is required to control various features
automatically, such as encryption speed, encryption method, encryption
algorithm, synchronization method, network interfaces, user authenti-
cation, security-bit level, and the size of synchronization patterns.

Table 2. Automatic selection parameters of the intelligent security agent with a reliable
cipher system (Lee and Chen 2007)

Items

High-level

Medium-level

Low-level

Encryption
processing speed

Encryption method

Encryption algorithm

High-speed

Block cipher
Pingpong-256, Dragon,

Medium-speed

Stream cipher
Pingpong-192

Low-speed

Pingpong-128,

AES, ARIA, SEED, LILI-II
Camelia
Security-bit level 256-bit key (high-level 192-bit key 128-bit key
security) (medium-level (low-level
security) security)
Synchronization Absolute Initial Continuous
method synchronization synchronization synchronization
Network interface OC-1, OC-3, OC-12 T1(DS1), ISDN
El, T3(DS3)
User authentication Hybrid Biometrics Traditional
password
The size of 128- or 112-bit 96- or 80-bit 64-bit
synchronization

patterns
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Table 3. Securities or performances for the intelligent security agent with a reliable cipher

system (Lee and Chen 2007) (Lee 1997)

Items

Securities or Performances

Period of PingPong-256 by computing
the same method in Lee and Chen (2007)
Period of PingPong-192 by computing
the same method in Lee and Chen (2007)
Period of PingPong-128 in Lee and
Chen (2007)
Linear complexity of PingPong-256 by
computing the same method in Lee
and Chen (2007)

Linear complexity of PingPong-192 by
computing the same method in Lee
and Chen (2007)

Linear complexity of PingPong-128 in
Lee and Chen (2007)

SYNPAT-128, detection [probability by
computing the same method in Lee
(1997)
SYNPAT-128, missing probability by
computing the same method in Lee (1997)
SYNPAT-128, false alarm probability by
computing the same method in Lee (1997)
Intelligent security agent

Adaptable network interfaces

Period (PingPong-256) > 226~ 10"’
Period (PingPong-192) >2'"2~ 10°®
Period (PingPong-128) >2'%8~ 1038

LC(PingPong-256) > 2%¢~ 1077

LC(PingPong-192) > 292 ~ 10°®

LC(PingPong-128) > 2?8 ~ 103®

PD = 0.9996387

PM=036x107°

PF =0.96667 x 1072

Automatically select the security features

ISDN, T1(DS1), E1, T3(DS3), OC-1,

0OC-3, OC-12

We propose an intelligent security agent for a reliable cipher system
using the PingPong cipher. The system contains a security agent for
security managements and services. A network management system
(NMS) communicates with each of the agents (cipher system) to set
up the security features automatically. The agent includes an intelligent
selection of many security features: encryption processing speed, encryp-
tion methods, encryption algorithms, synchronization method, network
interfaces, user authentications, security-bit level, the size of synchroni-
zation pattern, etc.

An intelligent security agent can select the features in an automatic
manner.
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e Encryption processing speed classified in low-, medium, and high-
speed processing

e Encryption method classified in block cipher and stream cipher

e Encryption algorithm is classified in PingPong-256/-192/-128, LILI-
II, or Dragon for a stream cipher, or AES, ARIA, SEED, or Camelia
for a block cipher

e Security-bit level in classified in 128-bit key (low-level security),
192-bit key (medium-level security), and 256-bit key (high-level
security)

e Synchronization method is classified in continuous synchronization,
initial synchronization, and absolute synchronization

e Network interface is classified in ISDN, T1(DS1), E1, T3(DS3), OC-1,
OC-3, and OC-12.

e User authentication is classified in traditional password, biometrics,
and hybrid.

e The size of synchronization patterns is classified in 128-, 112-, 96-,
80- and 64-bit SYNPAT.

SYSTEM PERFORMANCES

For an extremely noisy channel at BER = 0.1, the window size of
N =128, threshold N;=25, and THR =128 —-25=103 were
designed/selected as the performance parameters. A probability of
false-detection in the sync. pattern Pr = 0.96667 x 10~'2, a probability
of detection Pp=0.9996387, and a probability of missing
Py =0.36 x 10 were computed using the same method as in Lee
(1997). Although BER = 0.01 is a very noisy channel, P, = 1-10""
was estimated using the same method as in Lee (1997). Therefore, the
proposed system would appear to produce a highly reliable synchroniza-
tion performance, even in a noisy channel, and be automatically select-
able by an intelligent security agent.

Therefore, the proposed system possesses a highly secure keystream
generator within a period of about 10””, good randomness, an appropri-
ate maximal linear complexity of about 10”7, and a maximal order corre-
lation immunity of 1. Its processing speed is available for fast
approaching DS1 class (1.544 Mbps, 647ns/1-bit interval of the system
clock) through OC-12 class (622 Mbps, m-parallel cipher) for 500 MHz
system clock intervals.
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CONCLUSIONS

This paper proposes an intelligent security agent for a reliable cipher
system using PingPong cipher. The system contains a security agent for
security management and services. The agent performs an intelligent
selection of many security features: encryption processing speeds, encryp-
tion methods, encryption algorithms, synchronization methods, network
interfaces, user authentications, security-bit levels, the size of synchro-
nization patterns, etc. Furthermore, encryption algorithms with a
PingPong-256, -192 and -128 for data confidentiality, and a synchroniza-
tion generator and detector with a SYNPAT-128, -112, -96, -80 and -64 for
system stabilization are all designed and analyzed. This paper also pro-
posed an improved initial synchronization method (referred to as absolute
synchronization) that can be applied to noisy channels (wireless) and pro-
duces a high-performance on the probability of synchronization. In
addition, a stream cipher system was proposed for the absolute synchro-
nization of keystream synchronization, at a specified design of PingPong-
256, -192 and -128 for data confidentiality. In summary, the proposed
system possesses a highly secure keystream generator within a period of
about 10”7, good randomness, an appropriate maximal linear complexity
of about 10”7, and a maximal order correlation immunity of 1. Its proces-
sing speed is available for fast approaching DS1 class (1.544 Mbps,
647ns/1-bit interval of the system clock) through OC-12 class (622 Mbps,
m-parallel cipher) for 500 MHz system clock intervals.
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